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1
Decision/action requested

This pCR proposes a solution for KI#1 to protect RRCResume against MiTM to TR33.809.
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3
Rationale

Currently, KI#1 “Security of unprotected unicast messages“ as in TR 33.809 [1] mention several unicast messages that are not protected as a justification for protecting all possible RRC/NAS unicast messages in order to avoid and prevent a false basesstation to exploit such vulnerabilities in launching an attack either on the network or the UE. 

This contribution proposes a solution which provides protection against replaying RRCResumeRequest message after the UE receives RRCReject during the RRC resume procedure first attempt.

SA3 is kindly requested to approve this solution into TR33.809.

4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution Y: Protecting RRCResumeRequest against replay
6.Y.1
Introduction 
This solution addresses the following security requirement of Key Issue #1:

-
Security requirement (KI#1): The 5G system shall have support for protection against replay of RRCResumeRequest message.[4]
The solution provides a mechanism to protect the RRCResumeRequest message from being replaed after the UE receives RRCReject with a waittimer from a busy new gNB.
6.Y.2
Solution Details
When the UE initiates the RRC Resume procedure, the UE use the procedure documented in TS 33.501[2] and TS 38.331[3] for calculating the ResumeMAC-I token. If the UE receives RRCReject with a waitimer in response to RRCResumeRequest, the UE goes back to INACTIVE and initialize the rrcreject counter to 1. When waittimer expires and the UE is ready to send RRCResumeRequest message, the UE shall use the rrcreject counter as an input to the ResumeMAC-Input as described below. The rrcreject counter is not included in the RRCResumeRequest message.
RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + Target Cell ID + rrcreject counter”
When the new gNB receives RRCResumeRequest message while the new gNB is busy and the new gNB would reject the UE request by sending RRCReject, the new gNB shall keep track of the UE I-RNTI and initialize the rrcreject counter to 1. This UE context needs to be kept at the new gNB for the period of the waittimer. It is implementation specific if the new gNB will keep the UE context for a period that is slightly longer than the waittimer.

If the new gNB receives RRCResumeRequest message from the UE after the UE has been rejected via RRCReject, the new gNB shall include the rrcreject counter in the RETRIEVE UE CONTEXT REQUEST message sent to the old gNB.
When the old gNB receives the RETRIEVE UE CONTEXT REQUEST from the new gNB with the UE I-RNTI and the rrcreject counter, the old gNB shall validate the ResumeMAC-I by including the rrcreject counter as an input to the ResumeMAC-Input as listed above.
In the case the new gNB receives the RRCResumeRequest message from the UE and the new gNB still busy and the new gNB decides to send another RRCReject with a waittimer, the new gNB shall increase the rrcreject-counter by 1. Similarly, if the UE receives RRCReject after the rrcreject counter has been initialized, the UE shall increase the rrcreject counter by 1 and start the waittimer.
6.Y.3 Evaluation

TBA.
**** END OF CHANGES ****
